AzureADConnectStaggingServer-Public

Objective: Create Azure (Entra) Connect AD Connect server in stagging mode.

Equipment:

Keepass

Member server

Admin access to all required resources to perform required work in on-prem Windows Active
Directory, member server, and entra.microsoft.com MS Entra Admin Portal.

Procedures:
1. Click on app and select install, agree, and click on Customize. Refer to figure 1.0.
&% Microsoft Azure Active Directory Connect =

= Welcome to Azure AD Connect
Express Settings
I Run this installation tool on the server where the synchronization service component will be

installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:

# Guide you in selecting a solution {for example, password hash synchronization or federation with AD
Fs)

» Install identity synchronization and other Micrascft software components required for deployment

» Enable application telemetry and component health data by default. You can change what data is
shared with Microsoft by updating your privacy settings.

Learn more about hybrid identity

| agree to the license terms and privacy notice.

Figure 1.0 Initial setup

2. When Azure AD Connect app comes up, click on Customize. Refer to figure 1.1.

3. From “Install required components” GUI, click on Import synchronization settings. Refer to
figure 1.2.

4. Browse to your downloads area for the Exported-SynchronizationPolicy, then click on
Install. Refer to figure 1.2.
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& Microsoft Azure Active Directory Connect - X
-
Install required components
Express Settings - A . . -
Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will ba installed. 9

User Sign-In

[ specify a custom installation location

[ Use an existing SQL Server

[[] Use an existing service account

[[] specify custom sync groups

Import synchronization settingsg
SETTINGS LOCATION

|caxported-SynchronizationPolicy-20240110-090235 json |

Previous

Figure 1.2 Import SynchronizationPolcy from non-stagging AADC server

Notes: install process is creating Azure local groups and local services. For ADSyncAdmins, verify
correct domain groups are in there for this to work. Do a comparison with other AADC production
servers.

5. From the “User sign-in” GUI, select Password Has Synchronization and click Next. Refer to
figure 1.3.
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& Microsoft Azure Active Directory Connect - X

User sign-in

Express Settings . e
P g Selact the Sign On methed. E

Required Components

e 0 Password Hash Synchronization 9

Connect to Azure AD Pass-through authentication 9
) Federation with AD Fs @

() Federation with PingFederate e
) Do not configure @

Sync
Connect Directories
Configure

Select this option to enable single sign-on for your corporate desktop users:

[1 Enable single sign-on @

Previous Next

Figure 1.3 Password Has Synchronization

6. Fromthe “Connectto Azure AD” GUI, enter specific user credentials and click Next. Refer to
figure 1.4.
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i+ Microsoft Azure Active Directory Connect

Connect to Azure AD

Express Settings ) ) )
! Enter wour Azure AD global administrator of hybnd identity adrministrator credentials, ﬂ

Requirgd Companents

User Sign=In USERMNAME
S
Sy PASSWORD
Connect Directones SRR ENN NSRS rﬂ
Configure

Previous

Figure 1.4 Enter specific user credentials

7. From “Connect your directories” GUI, click on Change Credentials. Refer to figure 1.5.
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i Microsoft Azure Active Directory Connect

Connect your directories

Express Settings - ) )
- Enter conmection information for your on-premises directones or forests. ﬂ

Required C t
runeifiponen= DIRECTORY TYPE

User Sign-in

Active Directory ¥
Connect to Azure AD
[ FOREST i)
Synic
Connect Directonies ms, . .
li_'r_'l'.‘n;_;._.re

COMFIGURED DIRECTORIES

ms.ccsf.edu (Active Directory) €3 Change Credentials

Previous Mext

Figure 1.5 Change Credentials

8. From AD forest account GUI, specific credentials and click OK. Refer to figure 1.6.
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Connect your directories

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync

Connect Directones

Configure

Enter co
DIRECT(
Active
FOREST

ms.ccs

CONFIG

ms.

& AD forest account

AD forest account

An AD account with sufficient permissions is required for peniodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with
the required permissions. Learn more about managing account permissions.

The first option is recommended and requires you to enter Enterpnse Admin credentials.

Select account option.
Create new AD account

o Use existing AD account

DOMAIN USERNAME

PASSWORD

.l...l.....4

Cancel

Previous

Figure 1.6 Use existing AD account

9. From “Connect your directories” GUI, verify Configured Directories area is green and click

Next. Refer to figure 1.7.
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& Microsoft Azure Active Directory Conmnect

Connect your directories

Enter connection information for your on-premises directones or forests. (7]

DIRECTORY TYPE

Express Sattings
Requined Companents

LI Slgl:-l"

Active Directory -
Conniect to Azure AD
- FOREST ©)
)
Configure

COMFIGURED DIRECTORIES

ms. {Active Directory) @ Change Credentials

Previous

Figure 1.7 Configured Directories is green
10. From “Ready to configure” GUI, verify 2 displayed parameters are select and click Install.
Refer to figure 1.8.
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& Microsoft Azure Active Directory Connect - X

Ready to configure

Express Settings . . .
P 9 Once you click Install, we will do the following:

Required Components
. * Configure synchronization services on this computer
User Sign-In ) ) .
* Enable Filter chjects to synchronize by Group

Connect to Azure AD ) .
* Configure Source Anchor Attribute

sync » Configure citycollegesf.onmicrasoft.com - AAD Connector

Connect Directories e Configure ms.ccsf.edu Connector

# Enable Password hash synchronization

® Enable Password writeback

Start the synchronization process when configuration completes,

Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD.

The last Azure Active Directory synchronization happened at 8:49 AM. To avoid synchronization
conflicts, do not deploy more than one active server. Learn more about Azure Active

Directory synchronization

Previous Install

Figure 1.8 AADC stagging mode

11. Wait for install to complete and verify similar to figure 1.9 is displayed, then click Exit.
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In

Connect to Azure AD
Sync

Connect Directories

Figure 1.9 Complete

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been intiated.

The configuration is complete. You can now log in to the Azure or Office 365 portal to verify
that user accounts from your local directory have been created. Then, do a test sign-on to the
Azure portal. Learn more about the next steps and managing Azure AD Connect

If you enabled device writeback on another Azure AD Connect server, you will need to also
enable it for synchronization on this server by running the Configure device options task.
Learn more about Device Writeback

Configuration settings are imported successfully from Exported-
SynchronizationPolicy-20240110-090235.json. Please compare it with the Applied-
SynchronizationPolicy-20240111-093116.j50n to ensure they are correctly applied.

Previous

12. From stagging server, bring up computer management.
13. Go to Groups, then click on ADSync Admins.
14. Verify your setup matches what is displayed from figure 2.0.
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ADSyncAdmins Properties ? et

General

% ADSyncAdming

Description: ADSyncAdming

Members:

2 “Erterprise Admins
ﬁ'z_; ‘sve-LConnect Dir

Changes to a user’s group membership
Add. Remove are not effective urtil the next time the
user logs on.

| QK | Cancel Apphy Help

Figure 2.0 members of ADSync Admins

15. Reboot server.

16. RDC into stagging server when it is up again.

17. Check on services and verify “Microsoft Azure AD Sync” is running. If is not enter the
password for it, and restart the service.

18. From the server, check Azure AD Connect Synchronization Service is running by click on
More, then Run as administrator. Refer to figure 2.1
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4 Synchronization Service Manageron = S-AZRSYNC-01 = (m] Y
File Tools Actions Help
ﬁﬂpﬂm .;fjjﬂuﬂmm L?!,Mummﬂewur {-!.Memrmﬁeam
Zonnector Operations
Name Profile Name Stobus Start Time End Time
- 171172024 10:05:53 AM 17112024 10:05:53 AM
171172024 10:05:52 AM 171172024 10:05:53 AM
171172024 10:05:48 AM 11172024 10:05:52 AM
141172024 10:05:47 AM 11172024 10:05:48 AM
1/11/2024 9:34:07 AM 11172024 5:34:43 AM
111/2024 9:32:40 AM 171172024 53406 AM
171172024 9:31:50 AM 171172024 5:32-39 AM
171172024 3:31:18 AM 171172024 5:31:50 AM
*rofile Name: Delta Synchronization Uiser Name: NT SERVICENADSync
Step Type:  Delta Synchronization Partition: default
Start Time: 171172024 10:05:53 AM End Time: 171172024 10:05:53 AM ~ Stahms: succoess
| Synchronization Statistics Connection Status
Inbound Synchronization
Prajections 0
Jairg 0 Flow Emors
Fitered Disconnectons 0
Céscormectors 19
Connectors with Fow Updates 0
Conneclors without Flow Updates 0
Fitered Connectors 0
Deleted Connectons 0
Metaverse Object Deletes 0
.B rurils) o

Figure 2.1 Azure AD Connect Synchronization Service Manager

19.
20.
21.
22.
23.
24.
25.
26.

27.
28.
29.

Bring up MS Edge web browser and access https://entra.microsoft.com/

From left side object tree, select Protection.

Click on Identity governance.

Click on Privileged identity Management->My Roles

From Eligible assignments, under Actions, click on Activate.

Enter reason and click on Activate.

Wait for activation cycle to complete.

From the Microsoft Entra admin center search bar, type in Microsoft Entra Connect and
press Enter.

Scroll down to Health And Analytics, and click on Entra Connect Health.

Click on Sync services.

Hover over roll associated with Service Name and click on it. Refer to figure 2.2.
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Figure 2.2 Microsoft Entra Connect Servers. CCSF-AzrSync-01 (w2k22) with AADC 2.3.2.0 Stagging
is good.

Notes:
Can have multiple stagging servers, but you can only have one syncing server.

Microsoft Entra Connect: Next steps and how to manage Microsoft Entra Connect - Microsoft Entra
ID | Microsoft Learn
Microsoft Entra Connect: Enabling device writeback - Microsoft Entra ID | Microsoft Learn
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