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Machines should have a vulnerability assessment solution
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Description

Defender for Cloud regularly checks your connected machmes 1o ensure they're
running vulnerabiity assessment tools. Use this recommendation to deploy a

wulnerability assessment solution.

level is based on a combination of recommendation base risk and affected
resource contextual information.
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Remediate

Ta deplay y s in the "Unhealthy resources” tab, select the resources. then select "Remediate”, Read the remex
details in the confirmation box. insert the relevant parameters i required and approve the remediation. Note: It can take several hours after

remediation completes Lo see the resources in the ‘Healthy resources” tab
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SQL servers should have vulnerability assessment configured
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Deseription

Vulnerability assessment can discover, track, and help you remediate potential
database vulnarabilities.

Risk
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resource contextual information.
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Remediate

To enable vulnerability assessment on SQL servers:

1. Select the SQL server

2. Open ‘Microsoft Defender for Cloud under ‘Security’

3. Make sure Microsoft Defender for Cloud’s status is ‘enabled at the server-level’ or ‘enabled at the subscription-level”
4, Open '(Configure)’

5. Ifa warning appears that vulnerability assessment is not configured then click on the ‘Enable’ button to remediate.
For more informatio

6. Run 2 manual scan on one of your databases.
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