Web api:

E Delete @ Endpoints Preview features

~ Essentials

Display name : demo-web-app Supported account types  : My organization only

Application (client) ID : 241cff78-cbb9-44bf-bd58-13e18bf55170 Redirect URIs : Add a Redirect URI

Directory {tenant) ID  : 4533b917-2939-46b1-ada3-d18e7c400b0a Application ID URI T ap 41cff78-cbb3-44bf-bd58-13e18bf55170
Object ID : b43a2332-d3cf-444f-91ca-554b286ba2% Managed application in l... : demo-web-app

& demo-web-app | Expose an APl »

|P Search (Ctrl+/) ‘ & 7 Got feedback?

B Overview

Application 1D URI ‘ api//241cff78-cbb9-44bf-bd58-13e18bf55170

Quickstart

# Integration assistant
Scopes defined by this API

Manage

g Define custom scopes to restrict access to data and functionality protected by the API. An application
= Branding AP| can request that a user or admin consent to one or more of these.
5) Authentication Adding a scope here creates only delegated permissions. If you are looking to create application-only

type. Go to App roles.
Certificates & secrets

Il Token configuration Add a scope

9 AP permissions Scopes Who can consent Admin con:

@ Expose an APl 241¢ff78-cbb3-44bf-bd58-13e18bf551 ileRe.- E Admins and users Read User f
App rales 41¢ff78-cbb9-44bf-bd58-13e18bf551 es.Ro- E Admins and users Read user fi

4 Owners

ii. Roles and administrators | Preview Anthorized cliant annlicatinns

Java Spring boot Code for Web APi:
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Client api:

configure (Http
http.authorizeReq (

er

HelloController

i3 demo-client-app

[0 search (ctri+) | «

Overview

Quickstart

’ Integration assistant

Manage

il Delete & Endpoaints Preview features

 Essentials

Display name demo-client-app

Application (client) ID : f71fda0a-a8c7-4789-b78f-4be0ab598aa2
Directory (tenant) ID @ 4533b917-a939-46b1-ada3-d18e7c400b0a

Object ID 72636232-d2ca-492e-97b3-66chdef87a21 [

Supported account types

Redirect URIs

Application ID URI : Add an Application ID URI

Managed application in ... : demo-client-app



= demo-client-app | APl permissions = -

‘D Search (Ctrl+/) ‘ « O Refresh O Got feedback?

B Overview

& Quickstart
o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
#" Integration assistant will be used. Learn more

Manage X .
a Configured permissions

= Branding Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

3 Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets + Add a permission ~/ Grant admin consent for rbc

Token configuration

API / Permissions name Type Description Admin consent req...  Status
2 API permissions  demo-web-app 2)
& Bxpose an API File.Read Delegated  Read User Files No @ Granted for rbe
iii App roles Files.Read Delegated  Read user files No @ Granted for rbc
&2 Owners v Microsoft Graph (2)
i, Roles and administrators | Preview Directory.Read.All Delegated  Read directory data Yes @ Granted for rbc
[ Manifest User Read Delegated  Sign in and read user profile No @ Granted for rbe

Created token using client information:

curl -X POST -H "Content-Type: application/x-www-form-urlencoded;charset=UTF-8" --data-urlencode
"client_id=f71fda0a-a8c7-4789-b78f-4be0ab598aa2" --data-urlencode "client_secret=-kpQBzfdJ-
~sCT7BFdz-Kqi78v3gt26Ce0" --data-urlencode
"username=testUser@azuredirectorypoc.onmicrosoft.com" --data-urlencode "password=Azuread45" --
data-urlencode "grant_type=password" --data-urlencode "scope=api://241cff78-cbb9-44bf-bd58-
13e18bf55170/Files.Read" 'https://login.microsoftonline.com/4533b917-a939-46b1-ada3-
d18e7c400b0a/oauth2/v2.0/token’;

Generated token:
eyJ0eXAiOiJKV1QIiLCIhbGciOiJSUzI1Nilsing1dCl6im5PbzNaRHIPRFhFSzFqS1doWHNsSFJIfS1hFZylsimtpZCl6lm
5PbzNaRHJPRFhFSzFqS1doWHNsSFJIfS1hFZyJ9.eyJhdWQiOiJhcGk6Ly8yNDFZmY30C1jYmISLTQOYmYtYmQ1l
OCOxM2UxOGIMNTUxXNzAILCJIpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm5IdC8ONTMzYjkxNy1hOTM5LTQ2Y]Et
YWRhMy1kMThIN2MOMDBIMGEvVIiwiaWFOIjoxNjE3SMjAWOTU1LCIuYmYiOjE2MTcyMDASNTUSIMV4cCIEMTYxNzI
WNDgINSwiYWNyljoiMSIsImFpbyl61kUyWmdZTkM3cHFHa3d2TDQvb1VnUytaalg3K2dPVVhON051bnhHZjlYdnFsd
3FsYO05nOEEILCJhbXIiOlsicHdkIIOsImFwcGlkljoiZjexZmRhMGELY ThjNyOONzg5LWI3OGYtNGIIMGFINTk4YWEyliwi
YXBwaWRhY 3liOilxliwiaXBhZGRyljoiOTkuMjMOLjIxMy4xMCIsIm5hbWUIOIJUZXNOIFVzZXIiLCIvaWQIiOil3ZjExMDI
XNS00YzgxLTRhYTEtOGUxNIiliYWRIY]ZINGZkZmEILCJyaCl6ljAuQVgwQUY3a3pSVG1wclVhdG85R09MRUFMQ2
dyYUhfZkhxSWxIdDQ5TDRLdFppcU05QUJFLIilsINNjcCI61kZpbGUuUmVhZCBGaWxlcy5SZWFkliwic3ViljoicVIVVU8
wcVFyZWwzaG9RRVAKAGILcNN3RFFMVVIRem1LQXJIxCERVczFyOCIsInRpZCl61jQ1MzNIOTE3LWESMzktNDZiM
S1hZGEzLWQxOGU3YzQWMGIwY SIsInVuaXF1ZVouYW1lljoidGVzdFVzZXJAY XplcmVkaXJlY3Rvenlwb2Mub25ta
WNyb3NvZnQuY29tliwidXBuljoidGVzdFVzZXJAY XplcmVkaXJlY3Rvenlwb2Mub25taWNyb3NvZnQuY29tliwidXRpljo
iUUIhdUdHYO0IkVTZzd1MOYUdCSVhBQSIsInZIcil6lJEuMCJ9.Ls4HDCJ1ySkIN4ivO6tCF8t6MMoumDTh9MVRgVCHL
ToA91XQAPjh80VLHGuUpdvUIHGV8IS3EKMEILAOCfwmc6MMxgbw3fUkpAclVQ1lny-
MRMANBKXWBS62sNCYFxHa_CDz51XM06xz-_MbwtSh4SDkuDjeZWo-AedZgsbtdgzjKC3LOfTGA2pL-f2-r-
dTCAvAJYX7vGPJU4A9_ZhRW-mgHs4gtOhTYA9qP7HC_w9XflOyj-prnIXC-MJfcZejBiHDDBgMcap_gvsjWZe2-
pgZLz_Jy5IA3Z76ZChC1DVXZSThBPa2xnEeNRCUNBN8hANNsb9dP-VTtIWR1ILeX8sQ



Passing generated to to Web api:

GET v localhost:8080/files
Params  Authorization  Headers (8)  Body
Headers © 8hidden
KEY
Auth
Key
Body Cookies (1) Headers (12) Test Results
GET ~ localhost:8080/file
Params Authorization Headers (9)
Headers © 8 hidden
KEY
& Aun
Key
Body Cookies (1) Headers (11)

Error detail:

XBhZGRYIjoi0TkuMiMELIIxMyAxMCISImShbWUIO1JUZXNOIFVZZXIiLCIvaWQioiI3ZiEXMDIXNSOOYZEXLTRhYTETOGUXNI1iYWRIYFZINGZKZMEILCIyaCI6IjAuUQVEWQUY3a3pSVGiwelVhdG
UJFLiISINNjcCI6IKZpbGUUUMVhZCBGaWx1lcy5SZWFkIiwic3ViIjoicVIVVUBWCVFyZiwzaGIRRVAKAGILCNNIRFFMVVIRem1LQXIXcERVCZFYOCISINRpZCISI§QIMzNIOTE3LWESMzZKENDZIMG
joidGVzdFVzZXIAYXplcmVkaXJ1Y3Rvenlwb2Mub25taWNyb3NvZnQuY29tIinidXBuIljoidGVzdFVzZXIAYXplemVkaXI1Y3Rvenlwb2Mub25taWNyb3NvZnQuy29tIiwidXRpIjoiUulhdUdHY®
DCJI1ySkIN4iv06tCFE8t6MMoumDTh9MVRQVCHLTOAS1XQAP h8@vLHGUPdVUIHGVE1S3EKMEILAOCEwmc6MMxgow3TUkpACIVQiny -MRMANBKXWBS625NCYFxHa_CDz51XMO6xz - _MbwtSh45DkuDj
X7VGPIUAAS_ZhRW-mgHsAgtOhTYAIQP7HC_wIX 10y -prnIXC-MIfcZeBiHDDBgMcap_gvsiWZe2-psZlz_Jy51A3Z76ZCbC1DVXZSThBPa2xnEeNRCUNBNShANNSbIAR -VTTIWR1TILeX85Q

"PostmanRuntime/7.26.10"

User-Agent:
Accept: "x/%
Cache-Control: "no-cache
Postman-Token:
Host: "localhost:8@30
Accept-Encoding:
Connection: "keep-alive
Cookie:
' Response Headers
WWW-Authenticate: "Bearer
X-Content-Type-Options: "nosniff
X-XS5-Protection: "1; mode=block
Cache-Control:
Pragma: "no-cache
Expires: "@'
X-Frame-Options: "DENY
Content-Length: "@
Date:

Keep-Alive: "timeout=60"

Test Results

Pre-request Script  Tests  Settings Col

VALUE DESCRIPTION

oo Bulk Edit  Prese
Bearer eyJ0eXAiOIJKVIQILCJhbGciOiJSUzI1Nilsing1dCI6I...

Value

@ Status: 401 Unauthorized Time: 181 ms  Size: 416 B Save Respon:

Body Pre-request Script Tests Settings

VALUE DESCRIPTION

Bearer eyJ0eXAiQiJKVIQILCJhbGciOiJSUzINilsing1dCIBI...

Value

"e25d484b-£72b-46ba-8a9f-8d56871b3bd7

"gzip, deflate, br

"JSESSIONID=2320A292849600BC2579580991FC3BAF

“no-cache, no-store, max-age=0@, must-revalidate'

"Wed, 31 Mar 2021 14:37:51 GMT

@ status: 401 Unauthorized Time: 13 ms S



