
Active Directory Report for domain audit2k8.lan
Summary

ForestName: audit2k8.lan
Forest Functional Level: Windows2008R2Forest
Schema Master: Audit2008R2AD1.audit2k8.lan
Schema Version: 47 - Windows 2008 R2
Domain Naming Master: Audit2008R2AD1.audit2k8.lan
Tombstone lifetime: 180
Exchange AD version: <N/A>
RecycleBin: False
DomainName: audit2k8.lan, enfant.audit2k8.lan

FSMO Domain Roles

Domain InfrastructureMaster RIDMaster PDCEmulator DomainFunctionalLevel
audit2k8.lan Audit2008R2AD1.audit2k8.lan Audit2008R2AD1.audit2k8.lan Audit2008R2AD1.audit2k8.lan Windows2008R2Domain

Domain creation date

DomainName DomainNetbiosName WhenCreated
audit2k8.lan AUDIT2K8 15/07/2019 18:08:40

AD Trust Relationship

TrustName Created Modified Direction Type Attributes
enfant.audit2k8.lan 15/07/2019 18:22:04 09/12/2020 19:56:08 Bidirectional AD domain - parent-child, root domain, shortcut, external, or forest Intra-Forest Trust

Duplicates SPN

DuplicateSPNNumber
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0 Duplicate SPN group found for domain audit2k8.lan

Sites and Services AD

AD Bridge site links

Bridge all sites links Ignore schedules
True False

Networks

Network SiteName
192.168.1.0/24 Toulouse

Sites links

Name SiteCount Cost Replinterval Schedule Options
Toulouse-All 1 100 180 24x7 <N/A>

Empty sites

name IsEmpty DCName DCCount SubnetCount SiteLinkCount
Toulouse False AUDIT2008R2AD1, AUDIT2008R2AD2 2 1 1

Global Catalogs

ServerName IsGlobalCatalog
Audit2008R2AD1.audit2k8.lan True

RODC

ServerName IsRODCServer
Audit2008R2AD1.audit2k8.lan False

Time source
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Server TimeSource
AUDIT2008R2AD1 Free-running System Clock

Default password domain policy

ComplexityEnabled: True
lockoutThreshold: 3
LockoutDuration(minutes): 00:30:00
MinPasswordAge(days): 1.00:00:00
MaxPasswordAge(days): 42.00:00:00
MinPasswordLength: 7
PasswordHistoryCount: 24
ReversibleEncryptionEnabled: False

Fine Grained Password Policies

Name: PSO2
AppliesTo: CN=test,CN=Users,DC=audit2k8,DC=lan //// CN=WinRMRemoteWMIUsers__,CN=Users,DC=audit2k8,DC=lan
LockoutDuration: 00:30:00
LockoutObservationWindow: 00:30:00
LockoutThreshold: 3
MaxPasswordAge: 5.00:00:00
MinPasswordAge: 1.00:00:00
MinPasswordLength: 5
PasswordHistoryCount: 7
Precedence: 10
ReversibleEncryptionEnabled: False

Name: PSO3
AppliesTo:
LockoutDuration: 00:30:00
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LockoutObservationWindow: 00:30:00
LockoutThreshold: 3
MaxPasswordAge: 5.00:00:00
MinPasswordAge: 1.00:00:00
MinPasswordLength: 5
PasswordHistoryCount: 7
Precedence: 10
ReversibleEncryptionEnabled: False

AD Users Account Summary

TotalUsers UsersPasswordNeverExpire UsersLocked DisabledUsers
5 2 0 2

AD Computers Account Summary

TotalComputers ComputersPasswordNeverExpire ComputersLocked DisabledComputers
4 0 0 0

LDAPS

DomainController LDAPSEnabled
AUDIT2008R2AD1 True

Sensitive Groups member

SchemaAdminMembers EnterpriseAdminsMember DomainsAdminsMember Administrators AccountOperator BackupOperators ServerOperators
1 1 1 1 0 0 0

Last Backup Date
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Etats Services AD

ComputerName ServiceName ServiceStatus
Audit2008R2AD1.audit2k8.lan ntfrs Stopped
Audit2008R2AD1.audit2k8.lan dfsr Running
Audit2008R2AD1.audit2k8.lan Netlogon Running
Audit2008R2AD1.audit2k8.lan kdc Running
Audit2008R2AD1.audit2k8.lan w32time Running

Stopped services
ComputerName ServiceName ServiceStatus

Audit2008R2AD1.audit2k8.lan ntfrs Stopped

Dcdiag

Server TestName TestResult
Audit2008R2AD1 Connectivity r‚ussi
Audit2008R2AD1 Advertising r‚ussi
Audit2008R2AD1 FrsEvent r‚ussi
Audit2008R2AD1 DFSREvent r‚ussi
Audit2008R2AD1 SysVolCheck r‚ussi
Audit2008R2AD1 KccEvent r‚ussi
Audit2008R2AD1 KnowsOfRoleHolders r‚ussi
Audit2008R2AD1 MachineAccount r‚ussi
Audit2008R2AD1 NCSecDesc r‚ussi
Audit2008R2AD1 NetLogons r‚ussi
Audit2008R2AD1 ObjectsReplicated r‚ussi
Audit2008R2AD1 Replications r‚ussi
Audit2008R2AD1 RidManager r‚ussi
Audit2008R2AD1 Services r‚ussi
Audit2008R2AD1 SystemLog r‚ussi
Audit2008R2AD1 VerifyReferences r‚ussi
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Audit2008R2AD1 CheckSDRefDom r‚ussi
Audit2008R2AD1 CrossRefValidation r‚ussi
Audit2008R2AD1 CheckSDRefDom r‚ussi
Audit2008R2AD1 CrossRefValidation r‚ussi
Audit2008R2AD1 CheckSDRefDom r‚ussi
Audit2008R2AD1 CrossRefValidation r‚ussi
Audit2008R2AD1 CheckSDRefDom r‚ussi
Audit2008R2AD1 CrossRefValidation r‚ussi
Audit2008R2AD1 CheckSDRefDom r‚ussi
Audit2008R2AD1 CrossRefValidation r‚ussi

Result summary
Name Count
r‚ussi 26

Failed result

_msdcs migration

DirectDNSZoneCreated ReplicationType
True AD-Forest

Default account creation OU

DomainName DefaultComputersOU DefaultUsersOU
audit2k8.lan CN=Computers,DC=audit2k8,DC=lan CN=Users,DC=audit2k8,DC=lan

SYSVOL replication

Domain DFSR FRS
audit2k8.lan True False

Netlogon and sysvol shared state
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ServerName SysvolShared NetlogonShared
Audit2008R2AD1.audit2k8.lan True True

Policydefinition

Domain PolicyDefinitionsFolderExists
audit2k8.lan False

SYSVOL size

Domain SYSVOLSize(KB) RootFolderSYSVOL PolicyFolderSYSVOL ScriptFolderSYSVOL TotalCreatedGPONb

audit2k8.lan 86 Policies, scripts

{10F8281A-ED58-4D11-B95C-1523978C9C42}, {31B2F340-016D-11D2-
945F-00C04FB984F9}, {31B2F340-016D-11D2-945F-00C04FB984F9} -
Copie, {31B2F340-016D-11D2-945F-00C04FB984F9} - Copie (10),
{31B2F340-016D-11D2-945F-00C04FB984F9} - Copie (2), {31B2F340-
016D-11D2-945F-00C04FB984F9} - Copie (3), {31B2F340-016D-11D2-
945F-00C04FB984F9} - Copie (4), {31B2F340-016D-11D2-945F-
00C04FB984F9} - Copie (5), {31B2F340-016D-11D2-945F-
00C04FB984F9} - Copie (6), {31B2F340-016D-11D2-945F-
00C04FB984F9} - Copie (7), {31B2F340-016D-11D2-945F-
00C04FB984F9} - Copie (8), {31B2F340-016D-11D2-945F-
00C04FB984F9} - Copie (9), {6AC1786C-016F-11D2-945F-
00C04fB984F9}, {6AC1786C-016F-11D2-945F-00C04fB984F9} - Copie,
{6AC1786C-016F-11D2-945F-00C04fB984F9} - Copie (10), {6AC1786C-
016F-11D2-945F-00C04fB984F9} - Copie (2), {6AC1786C-016F-11D2-
945F-00C04fB984F9} - Copie (3), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (4), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (5), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (6), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (7), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (8), {6AC1786C-016F-11D2-945F-
00C04fB984F9} - Copie (9), {DB53E583-D280-4D8C-82D4-
730F81ABA74E}

myscript.bat - Copie
(2).txt, myscript.bat -
Copie (3).txt,
myscript.bat - Copie
(4).txt, myscript.bat -
Copie (5).txt,
myscript.bat - Copie
(6).txt, myscript.bat -
Copie (7).txt,
myscript.bat -
Copie.txt,
myscript.bat.txt

4

SYSVOL size

Analyser les GPOs + Test replication GPO

Allowed DHCP servers
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Allowed DHCP
audit2008r2ad2.enfant.audit2k8.lan

Account with SID history

Domain SIDHistoryUserAccountNumber
audit2k8.lan 0

Privileged group members

DomainName PrivilegedAccount
audit2k8.lan Administrateur
audit2k8.lan Administrateurs
audit2k8.lan Opérateurs d’impression
audit2k8.lan Opérateurs de sauvegarde
audit2k8.lan Duplicateurs
audit2k8.lan krbtgt
audit2k8.lan Contrôleurs de domaine
audit2k8.lan Administrateurs du schéma
audit2k8.lan Administrateurs de l’entreprise
audit2k8.lan Admins du domaine
audit2k8.lan Opérateurs de serveur
audit2k8.lan Opérateurs de compte
audit2k8.lan Contrôleurs de domaine en lecture seule
audit2k8.lan test

Delegated AD Account

ObjectClass samAccountName DelegationStatus AllowedProtocols
computer AUDIT2008R2AD1$ AllServices Kerberos
computer AUDITW10$ SpecificServices Any
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Domain member computers OS

Name ReleaseID Number
Windows Server 2019 Datacenter 10.0 (17763) 1
Windows Server 2008 R2 Datacenter 6.1 (7601) 2
Windows 10 Entreprise 10.0 (19041) 1

Hardware configuration

ServerName LogicalCPUNb RAM(GB) Type OS LastBoot
AUDIT2008R2AD1 2 4 VMware Virtual Platform Microsoft Windows Server 2008 R2 Datacenter 08/10/2020 14:37:59

ServerName DiskLetter FreeSpace(GB) TotalSpace(GB)
AUDIT2008R2AD1 C: 20 40
AUDIT2008R2AD1 D: 20 20

Network configuration

Name IPAddress Subnet Gateway DNS1 DNS2 NetworkProfile
AUDIT2008R2AD1 192.168.1.139 255.255.255.0 192.168.1.138 127.0.0.1 see c:\temp\audit\audit2k8.lan\audit2k8.lan_NetProf_18_12_2020_16_37.txt File

NTDS base configuration

Name DBPath DBLogPath DBSize(MB)
AUDIT2008R2AD1 C:\Windows\NTDS C:\Windows\NTDS 16

Roles Installed

ServerName Role
Audit2008R2AD1.audit2k8.lan DNS, AD-Domain-Services

Windows firewall state
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ServerName Domain Private Public
Audit2008R2AD1.audit2k8.lan 1 1 1

Bitlocker

ServerName IsInstalled MountPoint VolumeStatus
Audit2008R2AD1.audit2k8.lan False <N/A> <N/A>

Date of the last update

PSComputerName KB Date
Audit2008R2AD1.audit2k8.lan KB4103768 05/06/2018 00:00:00

Certifications Authorities

CAName AIA AddAIACertificate AddOCSPCertificate
AUDIT-PKI-
CA C:\Windows\system32\CertSrv\CertEnroll\<ServerDNSName>_<CAName><CertificateName>.crt False False

AUDIT-PKI-
CA

ldap:///CN=<CATruncatedName>,CN=AIA,CN=Public Key Services,CN=Services,<ConfigurationContainer>
<CAObjectClass> True False

AUDIT-PKI-
CA http://<ServerDNSName>/CertEnroll/<ServerDNSName>_<CAName><CertificateName>.crt False False

AUDIT-PKI-
CA file://<ServerDNSName>/CertEnroll/<ServerDNSName>_<CAName><CertificateName>.crt False False

CAName Uri PublishToServer PublishDeltaToServer AddToCertificateCdp AddToFreshestCrl AddToCrlCdp AddToCrlIdp

AUDIT-
PKI-CA

C:\Windows\system32\CertSrv\CertEnroll\
<CAName><CRLNameSuffix>
<DeltaCRLAllowed>.crl

True True False False False False

AUDIT-
PKI-CA

ldap:///CN=<CATruncatedName>
<CRLNameSuffix>,CN=
<ServerShortName>,CN=CDP,CN=Public Key
Services,CN=Services,<ConfigurationContainer>
<CDPObjectClass>

True True True True True False

AUDIT- http://<ServerDNSName>/CertEnroll/<CAName> False False False False False False
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PKI-CA <CRLNameSuffix><DeltaCRLAllowed>.crl
AUDIT-
PKI-CA

file://<ServerDNSName>/CertEnroll/<CAName>
<CRLNameSuffix><DeltaCRLAllowed>.crl False False False False False False

Date 18/12/2020 16:41
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