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1 Security Settings 
hide 

1 Account Policies/Password Policy 
hide 

Policy Setting 

Enforce password history 24 passwords remembered 

Minimum password length 14 characters 

Password must meet complexity requirements Enabled 

Store passwords using reversible encryption Disabled 

1 Local Policies/Security Options 
hide 

Accounts 
hide 

Policy Setting 

Accounts: Administrator account status Disabled 

Accounts: Guest account status Disabled 

Accounts: Limit local account use ofblank passwords to console Enabled 

logon only 

Audit 
hide 

Policy Setting 

Audit: Audit the access of global system objects Disabled 

Devices 
hide 

Policy Setting 
---

Devices: Allowed to format and eject removable media Administrators and Interactive Users 

Domain Member 
hide 

Policy Setting 

Domain member: Digitally encrypt or sign secure channel data Enabled 

(always) 

Domain member: Digitally encrypt secure channel data (when Enabled 

possible) 

Domain member: Digitally sign secure channel data (when possible) Enabled 

Domain member: Disable machine account password changes Disabled 

Domain member: Maximum machine account password age 30 days 

Domain member: Require strong (Windows 2000 or later) session key Enabled 

Interactive Logon 
hide 

Policy Setting 

Interactive logon: Do not require CTRL+ALT+DEL Disabled 

Interactive logon: Prompt user to change password before expiration 14 days 

Interactive logon: Smart card removal behavior Lock Workstation 

Microsoft Network Client 
hide 

Policy Setting 

Microsoft network client: Digitally sign communications (always) Enabled 
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