
to get access to the advanced managment portal with APIs ------ 

--- 

I used "burp suite community" for this . 

--- 

 

POST https://management.azure.com/subscriptions/{subscriptions-

id}/providers/Microsoft.DomainRegistration/generateSsoRequest?api-

version=2018-02-01 

 

headers:- 

1-  Authorization: Bearer {long-Authorization-token}" 

 

--- 

the response well be somthing like this --- 

--- 

 

HTTP/1.1 200 OK 

Cache-Control: no-cache 

Pragma: no-cache 

Content-Type: application/json 

Expires: -1 

Vary: Accept-Encoding 

Strict-Transport-Security: max-age=31536000; includeSubDomains 

Connection: close 

 

{"url":"https://sso.secureserver.net/v1/federation?xRequestId={Request-

Id}&app=dcc","postParameterKey":"saml","postParameterValue":"{very-long-

json-code}"} 

 

---- 

copy the {Request-Id} and the {very-long-json-code} 

---- 

now the Authorization request well be called by 

---- 

 

 

POST https://sso.secureserver.net/v1/federation?xRequestId={request-

id}&app=dcc 

headers:-  

1-   "Content-Type: application/json" 

 

body:-  

  {"saml":"very-long-json-code}"} 

 

 

------ 

 

the above request well authenticate and redirect you to the "advanced 

managment portal" 

you can use any tool that can edit the HTTP requsets to make your browser 

send it, i used "burp suite community" for this. 


