2/3/22, 7:49 AM MDM Diagnostic Report

VIDM
Dlagnostic
nformation

02/03/2022 07:46:29AM

This report shows the applied configuration
states of your device including Policy
CSPSettings, certificates, configuration
sources, and resource information

Full list of Windows 10 CSP policies

Device Info A

PC name NATHAN-DESKTOP

Organization

Edition Windows 10 Home

OS Build 10.0.19044.1503

Processor AMD Ryzen 7 1700 Eight-Core Processor

Installed RAM 32.0GB

System Type 64-bit operating system AMD64-based processor

Connection Info A

Managed by Techneaux Technology Services

Last sync The last sync was successful 02/03/2022 07:39:00AM

Management server https://r.manage.microsoft.com/devicegatewayproxy/cimhandler.ashx

address

Exchange ID

Device Management Account A

Account UID 0x0000800c74BDB90431EAACE93985B82D226F864491B9D8F5002B25346B
AA2E9F399D4D86

Flags 30818175

OMADM protocol v 1.2
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ersion
EntDMID 29ce3dbd-3f87-44b8-adbe-5e063ef40b53

Certificates A

Certificates managed by this MDM
connection are shown

Expirat

Issued to Issued by Intended purposes

Enrolled configuration sources and target resources — *

Configuration so
urce

Provisioning 18DCFFD4-37D6-4BC6-
87E0-4266FDBB8E49

Provisioning 1E05DD5D-A022-46C5-
963C-B20DE341170F

Provisioning 23CB517F-5073-4E96-A
202-7FE6122A2271

DMProcessConfi 2648BF76-DA4B-409A-
gXMLFiltered BFFA-6AF111C298A5

Provisioning 268C43E1-AA2B-4036-8
6EF-8CDA98AOC2FE

Provisioning 3742E5E8-6D9D-473B-9
9A6-8ECCOF43548A

MDMFull 3A99262D-04BB-48EE-9
6FC-90A248FC4469

Provisioning 5F568920-10AD-4DCO-
A97E-B78A3255C351

Provisioning 7A30A9BE-737F-47A1-
A541-6E7B0761ED19

WindowsUpdate 84741AD0-B358-49A9-
83F8-F7E20AE12B3A

Provisioning 8D196D7F-3EEF-48AD-
8BEA-BE749F12D3AD

Provisioning 8FB7D64E-70FC-4F9D-8
9EE-D486817534DF

ID Target Resource
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Configuration so

urce

Provisioning
Provisioning
Provisioning
Provisioning
Provisioning
Provisioning
Provisioning
Default

Provisioning
Provisioning

Provisioning

MDM Diagnostic Report

ID Target Resource

99B095D8-5959-4820-B
EA7-7448C8427B4E

9AEC5BDA-1E87-46B3-
BB96-1A01C606555E

9DF6A4ED-FC16-48BF-
8B24-6E2AD2BFCFEA

BOB9123D-7D7F-4C6B-
9973-CECED46F2A09

BF56CE5A-946B-45B5-8
58A-1794EBO125E2

C5DC3753-B6C8-4057-
B396-BF13D769311C

C8A326E4-F518-4F14-B
543-97A57E1A975E

DAD70CC2-365B-450D-
A8AB-2EB23F4300CC

EE4AAC98-C174-4941-8
2B1-D121E493E4FB

F11899F2-71EC-4621-9
997-E17AE2F6EB26

FCOTE91F-914C-45AF-9
D7C-OB2E5FBEDF62

Managed policies

Policies that are not set to the default value
or have a configuration source applied

Area

Policy

Default Current Targe
Value  Value t
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Dy
na Config Source
mic

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=3
essor/Scheme 0
Personality/38
104222-f694-
41f0-9685-ff5
bb260df2e/D
efaultPowerSc
hemeValues/P
erfincreaseThr
eshold/AcValu
e

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 0
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/D
efaultPowerSc
hemeValues/P
erfDecreaseTh
reshold/AcVal
ue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=2
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/D
efaultPowerSc
hemeValues/P
erflncreasePol
icy/AcValue

Default Current Targe

Area Policy Value  Value t
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Dy
na Config Source
mic

knobs Power/Policy/ devic bf56ce5a-946b-45b5-
Settings/Grap e 858a-1794eb0125e2=
hics/SchemeP 0
ersonality/961
cc777-2547-4
f9d-8174-7d8
6181b8a7a/Se
tting/GpuPref
erencePolicy/
AcValue

knobs Power/Policy/ devic bf56ce5a-946b-45b5-
Settings/Grap e 858a-1794eb0125e2=
hics/SchemeP 0
ersonality/de
d574b5-45a0-
4f42-8737-46
345c09c238/S
etting/GpuPre
ferencePolicy/
DcValue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 5
Personality/38
1b4222-1694-
41f0-9685-ff5
bb260df2e/D
efaultPowerSc
hemeValues/P
erfTimeChec
k/AcValue

Default Current Targe

Area Policy Value  Value t
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Area Policy

knobs Power/Policy/
Settings/Proc

essor/Scheme
Personality/38
1b4222-1694-

41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819df6c6d0/P
erfEnergyPref

erence/AcValu
e

knobs Power/Policy/
Settings/Proc

essor/Scheme
Personality/38
1b4222-1694-
41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819dfec6d0/

MinPerforman

ce/AcValue

knobs Power/Policy/
Settings/Grap
hics/SchemeP
ersonality/de
d574b5-45a0-
4f42-8737-46
345c09c238/S
etting/GpuPre
ferencePolicy/
AcValue

Power/Energy
EstimationEng
ine/StandbyA
ctivationEnerg
y/DripsPower
FloorMilliWatt
S

knobs
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Default Current

Value

MDM Diagnostic Report

Value t

devic
e

devic
e

devic

devic

Targe

Dy
na Config Source
mic

fc01e91f-914c-45af-9
d7c-0b2e5fbedf62=0

fc01e91f-914c-45af-9
d7c-0b2e5fbedf62=1
00

bf56ce5a-946b-45b5-
858a-1794eb0125e2=
0

8d196d7f-3eef-48ad-
8bea-be749f12d3ad=
150
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Area

knobs

knobs

knobs

Policy

Power/Energy
EstimationEng
ine/EnergyEsti
mationTeleme
try/BatteryDra
inMinRate

Power/Policy/
Settings/Proc
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819df6c6d0/P
erfEnergyPref
erence/DcVal
ue

Power/Policy/
Settings/Proc
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0d
a965dc-8fcf-4
cOb-8efe-8dd
5e7bc959a/Mi
nPerformanc
e/AcValue

Default Current

MDM Diagnostic Report

Dy
na Config Source
mic

devic 8fb7d64e-70fc-4f9d-8
e 9ee-d486817534df=3

Targe
t

devic fc01e91f-914c-45af-9
e d7c-0b2e5fbedf62=3
3

devic fc01e91f-914c-45af-9
e d7c-0b2e5fbedf62=1
00
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Area

knobs

knobs

knobs

knobs

Policy

Power/Policy/
Settings/Proc
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819df6c6d0/P
erfDecreaseTh
reshold/DcVal
ue

Power/Policy/
Settings/Proc
essor/Scheme
Personality/96
1cc777-2547-
4f9d-8174-7d
86181b8a7a/
DefaultPower
SchemeValue
s/PerfEnergyP
reference/DcV
alue

Power/Contro
|s/EnergyEsti
mationEnable
d

Power/Energy
EstimationEng
ine/EnergyEsti
mationTeleme
try/Longterm
TimerInMinut
es

MDM Diagnostic Report

Default Current Targe

Value  Value t

devic
e

devic
e

devic

devic
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Dy
na Config Source
mic

fc01e91f-914c-45af-9
d7c-0b2e5fbedf62=1
0

fc01e91f-914c-45af-9
d7c-0b2e5fbedf62=7
0

1e05dd5d-a022-46¢5
-963c-b20de341170f
=1

8fb7d64e-70fc-4f9d-8
9ee-d486817534df=1
440
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Dy
na Config Source
mic

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=2
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819df6c6d0/P
erflncreasePol
icy/DcValue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 00
Personality/de
d574b5-45a0-
4f42-8737-46
345c¢09c238/
DefaultPower
SchemeValue
s/MinPerform
ance/AcValue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 00
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/d4
140c81-ebba-
4e60-8561-69
18290359cd/
MinPerforman
ce/DcValue

Default Current Targe

Area Policy Value  Value t
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Dy
na Config Source
mic

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/D
efaultPowerSc
hemeValues/P
erfDecreasePo
licy/AcValue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 00
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0d
a965dc-8fcf-4
c0b-8efe-8dd
5e7bc959a/Mi
nPerformanc
e/DcValue

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=1
essor/Scheme 00
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/d4
140c81-ebba-
4e60-8561-69
18290359cd/
MinPerforman
ce/AcValue

Default Current Targe

Area Policy Value  Value t
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MDM Diagnostic Report

Dy
na Config Source
mic

knobs Power/Policy/ devic fc01e91f-914c-45af-9
Settings/Proc e d7c-0b2e5fbedf62=3
essor/Scheme 0
Personality/38
1b4222-f694-
41f0-9685-ff5
bb260df2e/0a
abb002-a307-
447e-9b81-1d
819df6c6d0/P
erflncreaseThr
eshold/DcVal
ue

knobs Power/Policy/ devic bf56ce5a-946b-45b5-
Settings/Grap e 858a-1794eb0125e2=
hics/SchemeP 1
ersonality/961
CC777-2547-4
f9d-8174-7d8
6181b8a7a/Se
tting/GpuPref
erencePolicy/
DcValue

Default Current Targe

Area Policy Value  Value t

GPCSEWrapper Policies A

GP CSEs that are wrapped by MDM

Target Policy ID XML

Unmanaged policies A

These policies are not under management
for any target or resource

Area Policy (and default value)

ApplicationManage AllowAllTrustedApps (Default value = 65535)
ment
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Area

Authentication

BITS

Bitlocker

Browser

DataProtection
Defender

DeviceGuard

MDM Diagnostic Report

Policy (and default value)

AllowFastReconnect (Default value = 1)
AllowSecondaryAuthenticationDevice (Default value = 0)

BandwidthThrottlingEndTime (Default value = 17)
BandwidthThrottlingStartTime (Default value = 8)
BandwidthThrottlingTransferRate (Default value = 1000)
CostedNetworkBehaviorBackgroundPriority (Default value = 1)
CostedNetworkBehaviorForegroundPriority (Default value = 1)
JoblnactivityTimeout (Default value = 90)

RequireDeviceEncryption (Default value = 0)

EnterpriseModeSiteList (No default value)
HomePages (No default value)
SendIntranetTraffictolnternetExplorer (Default value = 0)

LegacySelectiveWipelD (No default value)

AllowArchiveScanning (Default value = 1)
AllowBehaviorMonitoring (Default value = 1)
AllowCloudProtection (Default value = 1)
AllowEmailScanning (Default value = 0)
AllowFullScanOnMappedNetworkDrives (Default value = 0)
AllowFullScanRemovableDriveScanning (Default value = 1)
AllowlIntrusionPreventionSystem (Default value = 1)
AllowlOAVProtection (Default value = 1)
AllowOnAccessProtection (Default value = 1)
AllowRealtimeMonitoring (Default value = 1)
AllowScanningNetworkFiles (Default value = 0)
AllowScriptScanning (Default value = 1)
AllowUserUlAccess (Default value = 1)
AttackSurfaceReductionOnlyExclusions (No default value)
AttackSurfaceReductionRules (No default value)
AvgCPULoadFactor (Default value = 50)
CheckForSignaturesBeforeRunningScan (Default value = 0)
CloudBlockLevel (Default value = 0)
CloudExtendedTimeout (Default value = 0)
ControlledFolderAccessAllowedApplications (No default value)
ControlledFolderAccessProtectedFolders (No default value)
DaysToRetainCleanedMalware (Default value = 0)
DisableCatchupFullScan (Default value = 1)
DisableCatchupQuickScan (Default value = 1)
EnableControlledFolderAccess (Default value = 0)
EnableLowCPUPriority (Default value = 0)
EnableNetworkProtection (Default value = 0)
ExcludedExtensions (No default value)

ExcludedPaths (No default value)

ExcludedProcesses (No default value)

PUAProtection (Default value = 0)

RealTimeScanDirection (Default value = 0)

ScanParameter (Default value = 1)
ScheduleQuickScanTime (Default value = 120)
ScheduleScanDay (Default value = 0)

ScheduleScanTime (Default value = 120)
SecurityIntelligenceLocation (No default value)
SignatureUpdateFallbackOrder (No default value)
SignatureUpdateFileSharesSources (No default value)
SignatureUpdatelnterval (Default value = 8)
SubmitSamplesConsent (Default value = 1)
ThreatSeverityDefaultAction (No default value)

ConfigureSystemGuardLaunch (Default value = 0)
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Area

Devicelock

Education
ExploitGuard
Privacy

MDM Diagnostic Report

Policy (and default value)

AllowldleReturnWithoutPassword (Default value = 1)
AllowScreenTimeoutWhileLockedUserConfig (Default value = 0)
AllowSimpleDevicePassword (Default value = 1)
AlphanumericDevicePasswordRequired (Default value = 2)
DevicePasswordEnabled (Default value = 1)
DevicePasswordExpiration (Default value = 0)
DevicePasswordHistory (Default value = 0)
EnforceLockScreenAndLogonimage (No default value)
EnforceLockScreenProvider (No default value)
MaxDevicePasswordFailedAttempts (Default value = 0)
MaxInactivityTimeDevicelLock (Default value = 0)
MaxInactivityTimeDeviceLockWithExternalDisplay (Default value = 0)
MinDevicePasswordComplexCharacters (Default value = 1)
MinDevicePasswordLength (Default value = 4)
MinimumPasswordAge (Default value = 1)
PreventEnablingLockScreenCamera (No default value)
PreventLockScreenSlideShow (No default value)
ScreenTimeoutWhileLocked (Default value = 10)

AllowGraphingCalculator (Default value = 1)
ExploitProtectionSettings (No default value)

AllowAutoAcceptPairingAndPrivacyConsentPrompts (Default value = 0)
AllowCrossDeviceClipboard (Default value = 1)

AllowInputPersonalization (Default value = 1)

DisableAdvertisingld (Default value = 65535)

DisablePrivacyExperience (Default value = 0)

EnableActivityFeed (Default value = 1)

LetAppsAccessAccountinfo (Default value = 0)
LetAppsAccessAccountinfo_ForceAllowTheseApps (No default value)
LetAppsAccessAccountinfo_ForceDenyTheseApps (No default value)
LetAppsAccessAccountinfo_UserInControlOfTheseApps (No default value)
LetAppsAccessBackgroundSpatialPerception (Default value = 0)
LetAppsAccessBackgroundSpatialPerception_ForceAllowTheseApps (No def
ault value)
LetAppsAccessBackgroundSpatialPerception_ForceDenyTheseApps (No def
ault value)
LetAppsAccessBackgroundSpatialPerception_UserInControlOfTheseApps (N
o default value)

LetAppsAccessCalendar (Default value = 0)
LetAppsAccessCalendar_ForceAllowTheseApps (No default value)
LetAppsAccessCalendar_ForceDenyTheseApps (No default value)
LetAppsAccessCalendar_UserlnControlOfTheseApps (No default value)
LetAppsAccessCallHistory (Default value = 0)
LetAppsAccessCallHistory_ForceAllowTheseApps (No default value)
LetAppsAccessCallHistory_ForceDenyTheseApps (No default value)
LetAppsAccessCallHistory_UserInControlOfTheseApps (No default value)
LetAppsAccessCamera (Default value = 0)
LetAppsAccessCamera_ForceAllowTheseApps (No default value)
LetAppsAccessCamera_ForceDenyTheseApps (No default value)
LetAppsAccessCamera_UserIinControlOfTheseApps (No default value)
LetAppsAccessContacts (Default value = 0)
LetAppsAccessContacts_ForceAllowTheseApps (No default value)
LetAppsAccessContacts_ForceDenyTheseApps (No default value)
LetAppsAccessContacts_UserInControlOfTheseApps (No default value)
LetAppsAccessEmail (Default value = 0)
LetAppsAccessEmail_ForceAllowTheseApps (No default value)
LetAppsAccessEmail_ForceDenyTheseApps (No default value)
LetAppsAccessEmail_UserlnControlOfTheseApps (No default value)
LetAppsAccessGazelnput (Default value = 0)
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Area

Security

MDM Diagnostic Report

Policy (and default value)

LetAppsAccessGazelnput_ForceAllowTheseApps (No default value)
LetAppsAccessGazelnput_ForceDenyTheseApps (No default value)
LetAppsAccessGazelnput_UserinControlOfTheseApps (No default value)
LetAppsAccessLocation (Default value = 0)
LetAppsAccessLocation_ForceAllowTheseApps (No default value)
LetAppsAccessLocation_ForceDenyTheseApps (No default value)
LetAppsAccessLocation_UserInControlOfTheseApps (No default value)
LetAppsAccessMessaging (Default value = 0)
LetAppsAccessMessaging_ForceAllowTheseApps (No default value)
LetAppsAccessMessaging_ForceDenyTheseApps (No default value)
LetAppsAccessMessaging_UserInControlOfTheseApps (No default value)
LetAppsAccessMicrophone (Default value = 0)
LetAppsAccessMicrophone_ForceAllowTheseApps (No default value)
LetAppsAccessMicrophone_ForceDenyTheseApps (No default value)
LetAppsAccessMicrophone_UserInControlOfTheseApps (No default value)
LetAppsAccessMotion (Default value = 0)
LetAppsAccessMotion_ForceAllowTheseApps (No default value)
LetAppsAccessMotion_ForceDenyTheseApps (No default value)
LetAppsAccessMotion_UserinControlOfTheseApps (No default value)
LetAppsAccessNotifications (Default value = 0)
LetAppsAccessNotifications_ForceAllowTheseApps (No default value)
LetAppsAccessNotifications_ForceDenyTheseApps (No default value)
LetAppsAccessNotifications_UserlnControlOfTheseApps (No default value)
LetAppsAccessPhone (Default value = 0)
LetAppsAccessPhone_ForceAllowTheseApps (No default value)
LetAppsAccessPhone_ForceDenyTheseApps (No default value)
LetAppsAccessPhone_UserInControlOfTheseApps (No default value)
LetAppsAccessRadios (Default value = 0)
LetAppsAccessRadios_ForceAllowTheseApps (No default value)
LetAppsAccessRadios_ForceDenyTheseApps (No default value)
LetAppsAccessRadios_UserlnControlOfTheseApps (No default value)
LetAppsAccessTasks (Default value = 0)
LetAppsAccessTasks_ForceAllowTheseApps (No default value)
LetAppsAccessTasks_ForceDenyTheseApps (No default value)
LetAppsAccessTasks_UserInControlOfTheseApps (No default value)
LetAppsAccessTrustedDevices (Default value = 0)
LetAppsAccessTrustedDevices_ForceAllowTheseApps (No default value)
LetAppsAccessTrustedDevices_ForceDenyTheseApps (No default value)
LetAppsAccessTrustedDevices_UserInControlOfTheseApps (No default valu
e)

LetAppsActivateWithVoice (Default value = 0)
LetAppsActivateWithVoiceAbovelock (Default value = 0)
LetAppsGetDiagnosticinfo (Default value = 0)
LetAppsGetDiagnosticinfo_ForceAllowTheseApps (No default value)
LetAppsGetDiagnosticinfo_ForceDenyTheseApps (No default value)
LetAppsGetDiagnosticinfo_UserinControlOfTheseApps (No default value)
LetAppsRuninBackground (Default value = 0)
LetAppsRuninBackground_ForceAllowTheseApps (No default value)
LetAppsRuninBackground_ForceDenyTheseApps (No default value)
LetAppsRuninBackground_UserinControlOfTheseApps (No default value)
LetAppsSyncWithDevices (Default value = 0)
LetAppsSyncWithDevices_ForceAllowTheseApps (No default value)
LetAppsSyncWithDevices_ForceDenyTheseApps (No default value)
LetAppsSyncWithDevices_UserlnControlOfTheseApps (No default value)
PublishUserActivities (Default value = 1)

UploadUserActivities (Default value = 1)

RequireDeviceEncryption (Default value = 0)
RequireRetrieveHealthCertificateOnBoot (Default value = 0)
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Area Policy (and default value)

WindowsDefenderS CompanyName (No default value)

ecurityCenter DisableAccountProtectionUl (Default value = 0)
DisableAppBrowserUl (Default value = 0)
DisableClearTpmButton (Default value = 0)
DisableDeviceSecurityUl (Default value = 0)
DisableEnhancedNotifications (Default value = 0)
DisableFamilyUl (Default value = 0)
DisableHealthUI (Default value = 0)
DisableNetworkUl (Default value = 0)
DisableNotifications (Default value = 0)
DisableTpmFirmwareUpdateWarning (Default value = 0)
DisableVirusUI (Default value = 0)
DisallowExploitProtectionOverride (Default value = 0)
Email (No default value)
EnableCustomizedToasts (Default value = 0)
EnablelnAppCustomization (Default value = 0)
HideRansomwareDataRecovery (Default value = 0)
HideSecureBoot (Default value = 0)
HideTPMTroubleshooting (Default value = 0)
HideWindowsSecurityNotificationAreaControl (Default value = 0)
Phone (No default value)
URL (No default value)

WindowsLogon AllowAutomaticRestartSignOn (No default value)
ConfigAutomaticRestartSignOn (No default value)
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