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This site works only in browsers with SNI support.

Certificate #1: RSA 2048 bits (SHA256withRSA)

-

— Server Key and Certificate #1
“f

onmicosoft.com
Subject Fingerprint SHAZ256: 2267 =fTE82703bafT 50cbf33fockb27 7 2b0abfi040dbfe0c406 8 25fddAT ect

Pin SHAZSS: fLijUBE Swnim.)Wo3r1 GhepjrxG1whAB125 1+ ZmHs8=
Common names onmicosoft.com
Alternative names * gnmicosoft.com enmicosoft.com

Serial Number 021ea9214c1e4f1195bd60b06bdfTb22993

Valid from Mon, 01 Nov 2021 06:56:59 UTC
Valid until Sun, 30 Jan 2022 06:56:58 UTC (expires in 30 days. 15 hours)
Key RSA 2048 bits (e 65537)
Weak key (Debian) Mo
Issuer e
AlA: hitp:/ir3 i lencr org!
Signature algorithm SHAZ5BwWIthRSA
Extended Validation No

Certificate Transparency Yes (certificate)

OCSP Must Staple Mo

OCsP

COCSP: hitpiird.o lencrorg

Revocation information

Revocation status Good (not revoked)

DNS CAA Mo (more info)

Yes
Trusted
Mozilla Apple Android Java Windows

Additional Certificates (if supplied)

Certificates provided 3 (4024 hytes)

Chain issues None

#2
R3

Subject Fingerprint SHAZ56: 67add11660020a:81b&f5 0062 13004023252 0060 TGEE5572a3cTe 73761 2dfd
Pin SHAZEE: jQJTEIhOgna0/1 TkHSUMWh+Fs0Ggograz 19T 3PvPkGo=

Valid until Mon, 15 Sep 2025 16:00:00 UTC (expires in 3 years and 8 months)

Key RSA 2048 bits (e 65537)

Issuer ISRG Root X1

Signature algorithm SHAZSBwWIthRSA

#3
ISRG Root X1

Subject Fingerprint SHAZE6: Bd0Dfb265eb1c5b37 44TAE icbeB 4R edla 1 bifafded c2f000 00 4T of TH 1524
Pin SHAZEE: CEHpZTtcVemwl MoRIPbsQIWLABXhQzejnalwHF rEM=

Valid until Mon, 30 Sep 2024 18:14:03 UTC (expires in 2 years and 9 months)

Key RSA 40086 bits (e 65537)

Issuer DST Root CA X3

Signature algorithm SHAZSBWIthRSA

Qg)b Certification Paths [=]
Apple  Android Java Windows
Path #1: Trusted
onmicosaoft.com
Fingerprint SHAZ56: 2267 effT 8827 c3bafT 50chf2afocbb27 7 8h0abfE040dbfe0c 406 E25fddaT ects
1 Sent by server
Pin SHAZEE: fLijUbESwn/mJWo3r GbE pjrixG1 whABEE 1+ 21 nHs 8=
RSA 2048 bits (e 65537) / SHAZHGWIthRSA
R3
Fingerprint SHAZ56: 67add 11660020261 68520681 3c04c23a58 00807 DGRE55T 2a3cT 73761 2dfd
2 Sent by server
Pin SHAZSE: j2JThIh0gradi TkHSumWh+Fs0Ggogra2 1gT IPvPKGO=
RSA 2048 bits (2 65537) / SHAZHGWIthRSA
ISRG Root X1 Self-signed
Fingerprint SHAZ258: 98boec08204876f37 4607 TBacf28c5aT cfeBadclaae11akfoeel5c0bddf0Bes
3 In trust store
Pin SHAZ258: CHHpZ TicViemwQIMeREPbs OOWLA B hQzejnalwHFréM=
RSA 4006 bits (e 6553T) / SHA25GwWIthRSA
Path #2: Not trusted (invalid certificate [Fingerprint SHA256: 0687 260331a72403d2091105269bcf0d 32e1bd2493ffc6d9206d11bocd67T0T 39])
onmicosoft.com
Fingerprint SHAZ56: 2267 ef78527c3bafT 50ckf3afbcbb27 7 8bBabfE040dbfe0c406825fddETects
1 Zent by server
Pin SHAZEE: fLijIbESwn/mJWedr1 GbE pjrix6 1 whAB1SE 1+ Z 1 Hs 8=
RSA 2048 bits (e 6553T) / SHA25GwWithRSA
3
Fingerprint SHAZ56: 67add1166b020ae81b8f5f0631 304022580080 TOGREE5T 2a3cT 7376 1 2dfd
2 Zent by server
Pin SHAZEE: jQJThIh0gradi1 TkHSUmWh+Fs0Ggograz1gT 3PP KGO=
RSA 2048 bits (e 6553T) / SHA256wWIthRSA
ISRG Root X1
Fingerprint SHAZE6: Gd00fb265eb1c5h3T 44785 ichbeB48McdSe 1bfafded c 20000 4T of TH 124
3 Sent by server
Pin SHAZ258: CHpZ TicVwmwQIMeRIPbs WA B hQzejnalwHF rEM=
RSA 4086 bits (2 65537) / SHAZ256WIthRSA
DST Root CA X3 Seli-signed
Fingerprint SHAZE6: (63728033 1a72403d000f1056000f0d32e1bd2 403ficAd0206d 11bed 6770720
Pin SHAZSE: WisBrdz+30wjMor Y KepWaboSIRIE IWsWXhIMN-+eys=
4 In frust store RSA 2048 bits (2 65537) / SHATwithRSA
Valid until: Thu, 30 Sep 2021 14:01:15 UTC
EXPIRED
Weak or insecure signature, but no impact on root cerificate
Configuration
J ,' Protocols
[{ J TLS 1.3 MNo
TLS 1.2 Yes
TLES 1. No
TLS 1.0 MNo
SSL3 No
S3L 2 Mo
et Cipher Suites
#TLS 1.2 {server has no preference) E|
TLS_DHE_RSA WITH_AES 128 CBC_SHA (8x33) DH2042bits F= WEAK 128
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (8xc®l13) ECDH secp521r1 (eq. 15360 bits R5A) F5 WEAK 128
TLS_DHE_RSA_WITH_AES 128 _CBC_SHAZ256 (@x67) DHz2048bis F5 WEAK 128
TLS_DHE_RSA WITH_AES_ 128 GCM_SHAZ256 (8x9e) DH 2048 bits FS 128
TLS_ECDHE_RSA_WITH_AES_128_CBC_S5SHAZ256 (8xcB827) ECDH secp521ri (eq. 15380 bits RSA) F5 WEAK 128
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256 (Bxc@2f) ECDH s=cpS21r1 (2q. 15360 bits RSA) FS 128
TLS_DHE_RSA_WITH_AES 256_CBC_SHA (8x39) DH2mgbis FS WEAK 256
TLS_ECDHE_RSA_WITH_AES_ 256 _CBC_SHA (8xc@l4) ECDH secp521r1 (eq. 15360 bits R5A) F5 WEAK 256
TLS_DHE_RSA_WITH_AES 256 CBC_SHAZ256 (éxeb) DHz2048bits F5 WEAK 256
TLS_DHE_RSA WITH_AES_ 256 GCM_SHA384 (8x5f) DH 2048 bits FS 256
TLS_ECDHE_RSA_WITH_AES_256_ CBC_5HA3S84 (8xcB828) ECDH secp521ri (eq. 15380 bits RSA) F5 WEAK 256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3S4 (8xc@38) ECDH s=cpS21r1 (2q. 15360 bits RSA) FS 256
? 5 Handshake Simulation
—r= Android 4.4 .2 RSA 2043 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256 GCM_SHA384 ECDH secp521r1 FS
Android 5.0.0 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA ECDH secp52irl FS
Android 5.0 RSA 2048 (SHAZSE) TLS 1.2 = hitpA1 .1 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Android 7.0 RSA 2042 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128 GCM_SHAJZS56 ECDH secp256r1 FS
Android 3.0 RSA 2048 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Android 8.1 RSA 2042 (SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp258r1 FS
Android 9.0 RSA 2048 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
BingPreview Jan 2015 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp521r1 F3
Chrome 49 / XP 5P3 RSA 2048 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Chrome 69/ Win7 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECDH secp256r1 F3
Chrome 70/ Win 10 RSA 2048 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Chrome 80/ Win 10 = RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECDH secp256r1 F3
Firefox 31.3.0 ESR / Win 7 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Firefox 47 /Win7 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECDH secp256r1 F3
Firefox 49 / XF SP3 RSA 2048 (SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Firefox 62 /Win7 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECDH secp256r1 F3
Firefox 73 /Win 10 r RSA 2048 {SHAZSE) TL5 1.2 =h2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 ECDH secp236r1 FS
Googlebot Feb 2018 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECDH secp256r1 F3
IEN/Win7 r RSA 2048 {SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256rl FS
IE11/Win 8.1 r RSA 2042 {SHAZEE) TLS 1.2 = hitp/1 1 TLS_ECDHE_RSA_ WITH_AES_256 CBC_SHA3BE4 ECDH secp25811 FS
IE 11/ Win Phone 8.1 R RSA 2048 {SHAZSE) TLS 1.2 = hitp/1.1 TLS_ECDHE_RSA_ WITH_AES_128_CBC_SHA256 ECDH secp256rl FS
IE 11 /Win Phone 8.1 Update R RSA 2048 (SHA258) TLS 1.2 = hitpM1 1 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp258r1 FS
IE 11/ Win 10 r RSA 2048 {SHAZSE) TL51.2=h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Edage 15/ Win 10 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Edge 16/ Win 10 r RSA 2048 {SHAZSE) TL5 1.2 =h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Edge 13/ Win 10 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Edge 13/ 'Win Phone 10 r RSA 2048 {SHAZSE) TL51.2=h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Java Bul61 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256 CBC_SHA3BE4 ECDH secp25811 FS
Java 11.0.3 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Java 12.0.1 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Dpen5SSL 1.0 r RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp521r1 FS
OpensSSL1.02s R RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
DpensSSL 1.1.0k R RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
OpenSSL1.1.1c R RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Safari 6/i035 6.0.1 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256rl FS
Safari 7 /iIDS 7.1 R RSA 2042 {SHAZEE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256 CBC_SHA3BE4 ECDH secp25811 FS
Safari 7 /05 X 109 R RSA 2048 {SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256rl FS
Safarig/i0sS 84 r RSA 2042 {SHAZEE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256 CBC_SHA3E4 ECDH secp258c1 FS
Safari 8/ 05 X 1010 r RSA 2048 {SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256rl FS
Safari9/i0s 8 R RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Safar 9/ 05X 1011 r RSA 2048 {SHAZSE) TL5 1.2 =h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Safari 10 /i03 10 R RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Safari 10/ 05 X 10.12 r RSA 2048 {SHAZSE) TL51.2=h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Safari 12.1.2 { Mac0s 10.14.6
Bela R RSA 2048 (SHAZSE) TL5 1.2 =h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA334 ECDH secp256r1 FS
Safari 12.1.1/105 1231 r RSA 2042 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp258r1 F3
Apple ATS 871059 R RSA 2048 {SHAZSE) TL5 1.2 =h2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp236r1 FS
Yahoo Slurp Jan 2015 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA3B4 ECDH secp324r1 F3
YandexBot Jan 2015 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA334 ECDH secp521r1 FS
# Mot simulated clients (Protocol mismatch)

Click here to expand

(1} Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.

(2) No suppaort for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.

(3) Only first connection attempt simulated. Browsers sometimes retry with a lower protocol version.

(R) Denotes a reference browser or client, with which we expect better effective security.

(All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).

(All) Certificate trust is not checked in handshake simulation, we only perform TLS handshake.

Protocol Details

T

DROWN

Mo, server keys and hostname not seen elsewhers with S5Lv2
(1) For a better understanding of this test, please read this longer explanation
(2) Key usage data kindly provided by the Censys network search engine; orginal DROWM website here

(3) Censys data is only indicative of possible key and certificate reuse; possibly out-of-date and not complete

Secure Renegotiation Supported
Secure Client-Initiated Renegotiation Mo
Insecure Client-Initiated Renegotiation Mo

BEAST attack
POODLE (S5Lv3)
POODLE (TLS)
Zombie POODLE
GOLDENDOODLE
Opens5L 0-Length
Sleeping POODLE

Downgrade attack prevention

Mitigated server-side (more info)

Mo, 35L 3 not supported (more info)

Inconclusive {Timeout) (more infa)
Unknown (more info)
Unknown (more info)
Unknown {more infa)
Unknown (more info)

Unknown {requires support for at least two protocols, excl. S5L2)

SSLITLS compression Mo
RC4 Mo
Heartbeat (extension) Mo

Heartbleed (vulnerability) Mo (more infa)
Mo (more infa)

Mo ({more info)

Ticketbleed (vulnerability)
OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.

Ma (more info
(CVE-2016-2107) )

ROBOT (vulnerability) Mo (more infa)

Forward Secrecy Yes (with most browsers) ROBUST (more info)

ALPN Yes h2htp/1.1
NPN Yes h2 htp/1.1
Session resumption (caching) Unknown
Session resumption (tickets) Mo

QCSP stapling Mo

Strict Transport Security (HSTS) Mo

HSTS Preloading Mot in: Chrome Edge Firefox IE

Public Key Pinning (HPKP) Mo (more info)

Public Key Pinning Report-Only Mo
Public Key Pinning (Static) Mo (more infa)
Long handshake intolerance Mo
TLS extension intolerance Mo
TLS version intolerance MNo
Incomect SNI alerts Mo
Uses common DH primes Mo
DH public server param (Ys) reuse Mo
ECDH public server param reuse Mo

Supported Mamed Groups secp2h6kl, secp2h6r1, secpl8dri, secp521r1 (Server has no preference)

S5L 2 handshake compatibility Mo

HTTP Requests

m hitps://fkyncomithusghgprd.onmicosoft.com/ (HTTRM.1 302 Found)

Miscellaneous

o

Test date Thu, 30 Dec 2021 15:00:06 UTC

Test duration 1771.530 seconds

HTTP status code 302
HTTP forwarding hitp:/1M1496.booknower.com PLAINTEXT
HTTP server signature Cowbay

Server hostname -

S5L Report v2.1.10
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