The troubleshooting guide

Overview:

If the account is displayed on the client side and the login interface is popped up after the
account is logged in, perform the following operations:

1. Export the log and record the time point

2. According to the different error reports in the log, it can be divided into the following two
situations. The detailed troubleshooting plan is shown below

—. Device type restriction

1. Export the log and search for the keyword "failurereason” near the time when the
record appears. If the word "FailureReason[100]" appears, it is judged that there is a
device type restriction, as shown in the following figure:

> 30722 30722 I IEPhoneBroadcast: ProcessId: 30722,

Gur 21 ANDR<E+1nfo Thread: main, ACTIOD: COM.MICIOSOLT.SkypE.Ceams.ipp PP_USER_STATE intentDatas: [Pair{SIGNED_IN 1}, Pair(IS_CAP
GUI [1231:21 ANDR<6+info > 2040 2040 D TeamsStateHelper: setIsHotDeskingUser: false

Gur ANDRCE+info > 2040 2040 I HotdeskingManager: savelastUserRole:l

Gur ANDR<E+1nf0 2080 D TeamsBroadcastListener: It has signed In already and no need to update it again

Gur ANDR<E+1nf0 2080 D TeamsStateHelper: mIsInCall:false mIsIncoming:false mIsPlayingVoiceMail:false mIsMuted:false mHasMissedCall:false mIsSignIn:true isDialTonePlaying:false I
Gur ANDR<E+1nf0 30722 I IPPhoneBroadcast: Frocessld: 30722, Thread: Main, Sent broadcast 1NTENt to adlin aGent. aCtion: COM.MICIOSOLT.Ceams.ipphone.admin.agent.CURRENT LOGON_USE
Gur ANDR<E+1nf0 2 I ProximityjoinBeaconService: ProcessId: 30722, Thread: main, onRecelve actioN! CON.NMICIOSOLT.Skype.Ceams.ipphone.APE_USER_STATE

Gur ANDR<E+1nf0 zeceived com.microsoft.teams.ipphon

Gur ANDR<E+1nf0 userInfo sl

Gur ANDR<E+1nf0 3107 I LogonUserWatcher: {“usageMode 240605 T-64aa-422D-b3

Gur ANDR<E+1nf0 3107 I LogonUserWatcher: userInfo value : UserInfo(usa personalUser’, userld='e24b6CST-64aa—4

cur ANDR<E+1nfo 3107 I LogonUserWatcher: e24b6cSf-642a-422b-be3e-359bC is the same as current e24pEcSf-E4aa-422b-be3e-359bc

cur ANDR<E+1nfo 30722 I IpPhoneCompanyPortalReceiver: ProcessId: 30722, Thread: main, Received ACTION! COM.IMiCEOSOLT.Skype.Ceams.ipp NOTIFY_STATUS , CompanyPortalReasonCode
cur ANDR<E+1nfo 30722 I RuthorizationUtilities: ProcessId: 30722, Thread: main, isRehuthScenario : userCh)ectId[e24b6CSf-64aa-422b-b9 sbcaglbasal, 1 TokenInv:
cur ANDR<E+1nfo 30722 D IpPhoneCompanyPortalReceiver: ProcessId: 30722 , is UserCbjectId empty: false is userPrincipaliiame empcy: false is tenantld empry: false
cur ANDR<E+1nfo 30722 I IpPhoneCompanyPortalReceiver: ProcessId: 30722, Th ticated User

cur ANDRe3:error 22 E EnrollmentProcessor: ProcessId Fdilure after enrollment, un-enrolling

cur ANDR<E+1nfo I ActivicyManager: &.cdwpanyportal/. views. DismissAppACCIVITY} from uid 10032

cur ANDR<E+1nfo I am finish activic com.microsoft.uindowsintune.companyportal/.views. DiSmissApPACTivity, clear-task-alll

cur ANDR<G+1nfo I am_destroy activity 25, com.microsoft.windowsintune. tal/.views.Dismi ivity, finish-imm:fing kedt]

cur ANDR<G+1nfo I am finisn activic 25, com.microsoft.windowsintune. tal/.views.C 1 ivi 113

cur ANDR<G+1nfo I am_destroy activity 5, com.microsoft.vindovsintune. tal/.views.C 1 ivity, finish-x ocked]

cur ANDR<G+1nfo I am finisn activity: [0,215092531,25,com.microsoft.windovsintune. tal/.views.Enrol 1vi 11]

cur ANDR<E+1nfo 3039 I am on _destroy called: [0,com.microsoft.windowsintune. tal.views.C ivi formDestroy]

GUT [123: ANDR<EinfD I am focused stack: [0,0,20,finishActivity adjustFocus]

cur ANDR<E+info I wm_task moved: [16,0,2147423647]

cur ANDR<G+1nfo 2056 D ZpplicationObsszver: : com.microsoft.skype.teams.ipphone

cur [12 ANDR<G+info Helper: com .skype.teams.ipphone

ur [ ANDR<G+info I am pause_activity: [0,215082531,com.microsoft.windowsintune. tal/.views.Enrol ty userLeavi 1se]

ur [ ANDR<G+info I am focused _stack: [0,20,0, zeuseOzNewTask]

ur [ ANDR<G+info I am create task: [0,25]

ur [ ANDR<G+info I am create activity: [0,67839105,25,com.microsoft.windowsintune. tal/.vieus.D; sty, NULL, NULL, NULL, 2768588

ur [ ANDR<G+info I um_task moved: [25,0,2147423647]

ur [ ANDR<G+info I am_on_paused called: [0,com.microsoft.windowsintune. tal.views.Enroll ty, 1

ur [ ANDRe3terror E ActivityManager: [Yealink] still resume when lock

cur [1 ANDR<3+error E Activi : Info{com.microsofe. windowsintune. 1/ s i i 1.views.Dismis
ur [1 ANDR<3+error link] still resume when lock

Ask the customer to do the following:
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1. Visit Microsoft Endpoint Manager admin center:
https://endpoint.microsoft.com/?ref=AdminCenter#fhome

2. Choose “Device-->Enrollment restricitions”, and you can see the “Device type restriction”


https://endpoint.microsoft.com/?ref=AdminCenter#home

icrosoft Endpoint Manager admin center

«

A Home
[ Dashboard

= All services

% FAVORITES

Apps
W, Endpoint security

52 Reports

& Users

25 Groups

&} Tenant administration

#X Troubleshooting + support

Home > Devices

[ search (ctrl=n) |«

Al devices S

# Monitor

By platform
B Windows
i0S/iPadOS
L macOs

B Android

Device enrollment

B Enroll devices
Policy

=] Compliance policies

O Conditional access

a

Configuration profiles

™ Scripts

Group Policy analytics (previ..

Windows 10 update rings

Windows 10 feature updates...
Bt Update policies for i0S/iPad
B Enrollment restrictions

SIM cellular profiles (Preview)

() Policy sets

Devices | Enrollment restrictions

{~ Create restriction ~r

A device must comply with the highest priority snrollment restrictions assigned to its user. You can drag a device restriction ¢

deleted. Learn more.

Device type restrictions

Define which platforms, versions, and management types can enroll.

Priority Name

1 test12021

2 test for case
3 test for case2
Default All Users

Device limit restrictions

Define how many devices each user can enroll.
Priority
1
2

Default

Name
testplan for teams
test for testivmy

All Users.

3. Check the restriction status of each strategy, take "test for case” as an example, click on
the strategy to enter the details interface, and switch to the "Properties” page

Home > Devices > test for case
A tHome

EL] Dashboard

£ Al services. 7 Search (Colh) .
* FAVORITES © Ovenviow

[ Devices

Manage

s Il Properties

@, Endpoint security
5] Reports

& Users

& Groups

¥ Tenant administration

¥ Troubleshooting + support

1! test for case | Properties
1

Basics Edit

Name test for case

Description

Platform settings dit

Type Platform
Android Enterprise (work profile) Allow
105/iPad0S Allow
macOs. Allow
Windows (MDM) Allow

Scope tags Edit
Default

Assignments Edit

Included groups mingyu

N/A

Personally owned
Allow
Allow
Allow

Allow

Blocked manufacturers

/A
/A

/A

4. From "Properties”, Check platform setting contains “Android device administrator”, If

Home > De test for case

I} test for case | Properties

[ Seweh @ien | .
O Overview Basics Edit
Manage Nan

Description
Il Froperties !

test for case

Platform settings Edit

Type Platform
Android Enterprise (work profile) Allow
i05/iPadOS Allow
macOs Allow
Windaws (MOM) Allow

Personally owned
Allow
Allow
Allow

Allow

Blocked manufacturers

Scope tags Edit

Detoult

Assignments Edit

Included groups

mingyu




not, you can click “Edit”

From “Platform settings”, adjust “Android device administrator” “Platform” and
“Personally owned” to “Allow”, save the setting

Home > Devices > test for case

Edit restriction

@ Platiorm settings

Specify the platform configuration restrctions that must be met for a device to enroll. Use compliance policies to restrict devices after enrallment. Define versions as majorminor build, version
personally-owned by defautt. Aditional sction is required o classify devices as corporate-owned. Lesm mare

ians anly apply to devices enrolled with the Company Portal, Intune classifies o

Type Platform versions Personally owned Device manufacturer
Allow min/max ra
‘Android Emerprise (work profle) D o )

[ Elock Manufacturer name here

— Allow min/mas range:
Android device administrator = e )

Min Max

i08/PadOs /m Block_) lnuru‘;m,,lﬂlajw:ts« |

macos D ok ) Restriction not supported Elack

Allow min/masx range:

[ J[rsc ]

Manufacturer name here

Restriction net supported

Restriction not supported

Windows (MOM) O Block )

Elock Restriction not supported



6. If the above restrictions are not set, please visit: https:.//aad.portal.azure.com and log in
with an administrator account:

Select Azure Active Directory -> Security

Azure Active

“ Dashboard »
[ Dashboard

i ) Yealink | Overview - x

= All services Azure Active Directory
* FAVORITES / 1 « + Add v B Manage tenants [ What's new B2 Preview features AP Got feedback? v
) Azure Active Directory oz o
& Users Preview features My feed
Enterprise applications K Diagnose and solve problems
Peter Parker A TLS 1.0, 1.1 and 3DES deprecation 10 Secure Score for Identity
Manage . 15960697-8e3b-47bf-a17e-004dasb 1ics [ Upcoming TLS 1.0, 1.1 and 3DES deprecation for s 1332%

Azure AD, Please enable support for TLS 12 on

& users Sz:)::;:mwstratnr lients(applications/platiorm) to avoid any service Secure score updates can take up to 48 hours
& Groups impact
Wi External Identities
&, Roles and administrators Azure AD Connect
A7 Enabled
B Administrative units
Last sync was less than 1 hour ago
Enterprise applications
O pevices
App registations Feature highlights
Identity Governance
FRY Access reviews Authentication methods Azure AD Domain Services
£ application proxy ﬂo) Whigh 5
a2 Make sure only the right people have continued #" Configure your users in the authentication methods Lift-and-shift legacy 2pplications running on-
% Licenses access. policy to enable passwordless authentication, premises into Azure.

® Azure AD Connect

¥ Custom domain names

& Mobility (VDM and MAM) & Tenant restrictions
Specify the list of tenants that their users are
Password reset permitted to access.

[l company branding

& User settings
Quick actions

Properties 2

[Fem ]
A, gar

Moniits

7. Select Conditional Access

test06@yealink7.onm

Azure Active

VEALINK (VEALINKT.ONM|

€ Dashboard > Vealink >

Edll Dashboard . Security | Getting started ‘

All services
* FAVORITES 0 Bearch (Ctrl+) «

% Azure Active Directory 4 Getting started ‘ Documentation
& users Azure Active Directory offers a range of security features to protect your organization, To learn more, here are some features to start wiith,

Protect
& enterprise & conditional Access « Azure AD Conditional Access
« Azure AD Identity Protection
& Identity Protection ® Azure Security Center

© Security Center Identity Secure Score

Named locations
@ Continuous access evaluation
(Preview)

Authentication methods
* Multi Factor Authentication (MFA)
B Verifiable credentials (Preview)

Manage

T Identity Secure Score B .
Security guidance

% Named locations

. For a strong security posture, we recommend the following:
% Authentication methods

& v « 5 steps to secure your identity infrastructure
® Azure AD Password Guidance

Report « Azure AD Data Security Whitepaper

. « How Password Hash Sync (PHS) works

s Risky users

3 Risky sign-ins

A\ Risk detections
Deployment guides
Troubleshooting + Support

B New support request To deploy the above features in your organization, check out Azure AD deployment plans,



https://aad.portal.azure.com/

ure Active Directo

Edl pashboard

All services

* FAVORITES

- Azure Active Directory
& users

Enterprise applications

8. Check whether there is currently a policy that restricts the login of the phone

Dashboard > Yealink » Security >

Azure Active Directory

Policies
@ Insights and reporting

X Diagnose and solve problems

Manage

4> Named locations

& Custom controls (Preview)
& Terms of use

¥ VPN connectivity

2. Authentication context (Preview)

Classic policies

Troubleshooting + Support
= Virtual assistant (Preview)

2 New support request

Conditional Access | Policies

Newpoliy R Whatli () Refresh & Got feedback?

Policy Name 1y
MFA-yealink-SF8
test 1030
YEALINK-TEAMS
MFA-mike.chen
mingyu
uploadblock
ada test

test for signin
test for gao
Ivmydeme

Jackson_test

State Ty
off
off
on
on
off
off
on
on
on
on

on

test0)
YEALINK (VEALINK7.ONMI

Creation Date Ty,

10/14/2020, 3:25:34 PM

1/4/2021,10:47:01 AM
2/20/2021, 10:39:24 AM
3/16/2021, &:37:04 PM
4/1/2021, 8:47:56 PM
4/21/2021, 422:54 PM

5/17/2021, 9:44:28 AM

11 out of 11 policies found

Modified Date Ty

8/13/2020, 4:50:12 PM

3/11/2021, 11:22:58 AM

2/19/2021, 1:34:56 PM

2/19/2021, 1:34:27 PM

3/9/2021, 6 PM
3/16/2021, 8:54:51 PM
4/8/2021, 8:53:25 AM

4/21/2021, 4:28:15 PM



—. Device number limit

1. Export the log and search for the keyword “failurereason”. If the word
"FailureReason[102]" appears, it is judged that there is a limit on the number of devices,

as shown in the figure below:

+ ANDR<E+info

chatty : uid=i017(keystore) /ayatem/bin/keystore identical 1 line
ore: 10

LOGIN_ACCOUNTS_CHANGED
BOTIFY_STATUS , Code 4, Compe

£ s null
empoy: faise 1s empry: false i3 tenantld espry: false

fzom uid 10032
1

1

276ese832)

un-enzolling

e crivizs N z (nas extra

launcher sTill zesume when lock

tyManager: [Yealink] launcher till resume when lock
vitjManager: [Yealink] launcher still resume when lock

: ANDR<3eerrox >
ANDR<3serror >
+ AnDE

2. Azure registration restriction configuration (registration restriction for account)

Visit https://aad.portal.azure.com/ through a browser, browse to "Azure Active Diretory-
->Devices- - >Device settings”, in the "Maximum number of devices per user” parameter,
you can customize each The maximum number of devices that a user can register, here

is unlimited, as shown in the figure:


https://aad.portal.azure.com/

Azure Active Directory admin center

¢ Dashboard > Yealink > Devices

33 Devices | Device settings

Edl Dashboard

= all services Yealink - Azure Active Directory
% FAVORITES « Bl save X Discard P Got feedback?
CH 2l devices
Users may join devices to Azure AD
:. Users ) =i ‘m Selected  None :\
m Enterprise State Roamin:
22 Enterprise applications & P g Selected
£ BitLocker keys (Preview)
K Diagnose and solve problems
Activity Users may register their devices with Azure AD @
Al ]
Audit logs - —/
1% Bulk cperation results (Preview) @ Leamn more on how this setting works
Troubleshooting + Support
® Devices te be Azure AD joined or Azure AD registered require Multi-Factor Authentication (@
& New support request —

S - )

A\ We recommend that you require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device setting to Ne if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user @
Unlimited

5

10

20 (Recommended)
50

100

Unlimited

Custom

Intune registration restriction configuration (for device registration management)

3.1 Visit https://endpoint.microsoft.com/ through the browser, browse to "Devices-

->Enrollment restrictions”, click the "Create restriction" button, and select "Device limit
restriction”, as shown in the figure:



https://endpoint.microsoft.com/

Microsoft Endpoint Manager admin center

A Home

Edl Dashboard

Al servicss

i Apps

Q. Endpoint security

Reports
& Users

2 Groups

L} Tenant administration

K Troubleshooting + support

P’

Home > Devices

73] Devices | Enrollment restrictions

riction

@ overview Device type restriction
th the highest priority enrollment restrictins assigned to its user. You can drg 8 device restiction to change its priority. Default restrictions are lowest prif

B 4 davics: Device limit restriction
& Morier Device type restrictions

Define which platforms, versions, and management types can enroll
By platform
[— Priority Hame
B iosiirados
& macos Defaul All Users
B Android . L

Device limit restrictions
Device enroliment

Define how many devices each user can enroll
B Enroll devices

Priority Mame Device limit
Folicy )
testplan for 1
J I licies

E] compliance policie: R oy .
O conditions! & A Al Users N

[E] Configuration profiles

M Scrips

[%] Group Policy analytics (preview)
88 windows 10 update rings

28 Windows 10 feature updates (Pre.
Updite policies for i05/iPad0s

Enroliment restri

ion:

=5 ular profiles (7
Policy sets

Other

[l Device clean-

I Device catsgories
Help and support

B Help and support




3.2 On the "Basic" page, provide a name and optional description for the restriction, and
select "Next", as shown in the figure:

Home » Devices »

Create restriction

Device limit restriction

ﬂ Basics Device lir Scope tags Assignments Review + create

Mame* (1) Tast

Description (1) Thiz is 2 test

3.3 In the "Device limit" page, select the maximum number of devices that the user can
register as 15, as shown in the figure:



Home > Devices »
Create restriction
Drevice limit restriction
" Basics a Drewice limit Scope tags Assignments Review + create
Specify the maximum number of devices a user can enroll.
Device linmit I 15 e I
4
E
[ ]
5
Q
10
11
13
14
3.4 In the "Scope tags" page, fill in according to the tenant's own situation, and choose
not to fill in here, as shown in the figure:
Home » Devices »
Create restriction
Drevice limit restriction
Vv Basics v Device imit 0 Scope tags Assignments Review + create
Scope tags
Default

+ Select scope tags




3.5 In the "Assignment” page, click the "add groups" button, as shown in the figure:

Home » Devices

Create restriction

Drewvice limit restriction

~/ Basics » Device imit “ Scope tags « Assignments 5 ) Review + create

ncluded groups

B add groups

Groups \
cted

Mo groups sele

3.6 In the search box that pops up on the right, select the group that needs to apply the
registration restriction policy, and click Add, as shown in the figure:



Select groups to include X
Azure AD Groups

| B mingyu 4 |

Selected items

mingyul@yealink7.onmicrosoft.com

3.7 Preview the policy configuration in "Review+create”, click Create after confirming that
it is correct, as shown in the figure:

Home > Devices >

Create restriction

Device limit restriction

" Basics " Device limit ~ Scope tags ~ Assignments B Review + create

Summary

Basics

Mame Test
Description Thiz iz 3 test

Device limit

Device limit

i

Scope tags

Default

Assignments

ncluded groups miingyu




4. Lift the registration limit (delete the old registered device)

4.1 View user registration: Visit https://endpoint.microsoft.com/ through a browser,

browse to "Home-->Resource alerts”, click the "Device enrollment” button, as shown in

the figure:

A Home

E] Dashboard
i= Al services

* FAVORITES

[ pevices

B8 Apps

@ Endpoint sscurity
L’.;‘l Reports

A4 Users

22 Groups

¥ Tenant administration

¥ Troubleshaoting + support

Yealink (yealink7.onmicrosoft.com)

Microseft Managed Desktop

Status and alerts
Tenant status

Account status I Service health

Active Unhealthy

I Connector status

Healthy

Guided scenarios

Deploy Edge for mobile

Configura Edge for use at work and deploy it to the i05 and Android devicss managed

by your arganization.
News and support
Intune Customer Success blog

The latest in Group Policy settings parity in Mobile Davice Managsment

Using BitLocker racovery keys with Microsof Endpoint Manager - Microsoft Intune

Work/personal visual improvements in Qutiook mobile

Seeall >

Microsoft Endpaint Manager admin center
P

Resource alerts

@ Device compliance @ Device enroliment

67 devices not in compliance 30 devices have enroliment failures
0 Device configuration 0 Client apps

Mo configuration failures Mo installation failures

Deploy Windows 10 in cloud configuration

Optimize your Windows 10 devices for the cloud with a simple. secure. standardized
configuration fit for your needs.

What's happening in Intune
What's new in Microsoft Intune
Festures in development

Ul updates for Intune end-user apps

4.2 Select "Select user" and select the user to be viewed in the pop-up search box, as

shown in the figure:

Enrollment failures

Failure os

\Select user



https://endpoint.microsoft.com/

4.3 It can be seen from the query result that the user has reached the upper limit of
registration, and the registered device needs to be cleaned up before logging in to the new

device, as shown in the figure:

Home »

Enrollment failures
D

enmolment

Y Fiter C} Refresh i Export

For a graphical view of enrolment failures e here.

Filters applied: Time period, Failure

Date Failure 03
D4/15/21, 1:48 DM Device cap reached Android
D4/15/21, 125 P Device cap reached Android

05 version

User name

Mingyu@yealinkT onmicrosoft.com

Mingyu@yealinkT onmicrosoft.com

Enrcliment method

Personal device

Personal device

4.4 Delete the registered device: In the Endpoint Management Center, browse the

"Devices-->All Devices" page and select "Bulk Device Actions”, as shown in the figure:

Home > Devices

# Home ] Devices | All devices

Efl Dashboard

= All zervices

() Refresh 57 Filter

Columns

L Export

[ Bulk Device Actions

|2 Eearch by el serial number, emai

user principal name, device name, management name, phone number, model, or

manufacturer

* _FAVORITES @ Overview
LN Devices B Al devices
H
B apps 8 Monitor
@ Endpoint security
By platform

[ Reports
Ak Users

B8 Groups

W Windows
i05/iPad0S
Ll macos

¥ Tenant administration
B Andreid

# Troubleshooting + suppart
Device enrollment

B Enroll devices
Palicy

Compliance policies

B cConditional access
[E] Configuration profiles
™ scripe
[E] Group Policy analytics (preview)

58 Windows 10 update rings

58 Windows 10 feature updates (Pre...

B! Update policies for i05/iPad0S

B Enroliment restrictions

25IM cellular profiles (Preview)

[ Policy sets
Other

[l Device clean-up rules

howing 1 to 25 of 758 records

Device name T}

Azren_Android_9/8/2020_6:23 AM
Alan_Android_1/14/2021_1:11 AM
Alan_Android_3/18/2021_2:37 AM

Alan_Android_3/22/2021_8:30 AM

Alan_Android_4/6/2021_12:50 PM

Alan_Android_d/!

/2021_835 AM

Alan_Android.

21_3:26 PM

Alesxcliu_Android_3/11/2021_1:21 AM

Allen_Android_12/12/2020_T:08 AM

Allen_Android_2/26/2021_11:24 AM

Allen_Android_3/16/2021_12:35 PM

Allen_Android_3/16/2021_9:08 AM

Allen_Android_3/17/2021_12:56 AM

Allen_Android_3/17/2021_1:01 AM

Allen_Android_3/8/2021_1:36 AM

Allen_Android_4/15/2021_7:25 AM
Alin_Android_1/5/2021_2:27 AM

Baron_Android_4/8/2021_2:06 AM

gill.LNewman_Android_4/9/2021_10:1...

gill.LNewman_Android_4/9/2021_T:53

8ill Newman_Android_7/29/2020_5:1._

Managed by T4

mtune

mtune

mtune

mtune

mtune

Ownership T4
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Perscnal
Perzonzl
Personal
Ferzonzl
Perscnal
Ferzonzl
Perscnal
Ferzonzl
Unknown
Unknown
Unknown
Unknown

Unknown

Compliance
@ Complizn
Mot Evalustag
@ Complizn
@ Complisn
Mo Evaluatad]
Mot Evaluated
@ Complizn
@ Complisn
@ Complizn
@ cComplizn
@ Complizn
@ Complisn
@ Complizn
@ Complisn
9 complizn
@ Complisn
@ Complizn
Mot Evalustag
9 complizn
@ complizn

@ Complisn

=




4.5 In the "Basic" page, select the system to which the device belongs and the actions to
be performed on the device to be deleted, as shown in the figure:

Home Devices

Bulk device action

&) Basics Chevices Review + create

oS | Android (device administrator) R |

Diavice action * I Delete AV I

n T you delete thiz device, you will no longer be able to view or manage the device from the Intune portal The device will no
longer be allowed to access your company’s corporate resources. Company data may be wiped from the device if the device tries
to check-in after it is deleted.

4.6 On the "Devices" page, click the "+Select devices to include” button, search for the
device to be deleted in the pop-up box, and add it, as shown in the figure:

Home - Devess Select devices
Bulk device action

© Atleast one device must be selected \ndroid (device administrator) *7 add fiter

+ gasic @ Devices Review + create evi Primary user UPN os
0 e (160 ma) ingyu_Android_4/15/2021_112 A 7
No dsices added
= Selsct devices to include
Mingyuyssiing anmizrazatecom Anaroia (sevice s8m.




4.7 Preview the deleted task information in "Review+create”, click Create after confirming
that it is correct, as shown in the figure:

Home Devices

Bulk device action

v Basics  « Devices @) Review + create

Summary

Basics

Device action Delets

o= Android (device administrator)
Devices

1 devices sslected (100 max)

Device name Primary user UPKN s

Mingyu_Android_4/15/2021_1:12 AM Mingyu@yealink?.onmicrosoft.com Android (device administr._.

4.8 In the notification bar, you can see that the delete task has been successfully issued,
as shown in the figure:



Notifications

PMore events in the activity log -

@ Successfully initiated Delete on all devices

nitiated Delete with 1 devices from Intune

Reference

https://docs.microsoft.com/zh-cn/mem/intune/enrollment/device-limit-intune-azure

Other questions FAQ

1. Reasons for account login upper limit

When you log out of your account, the regulations on Intune will not disappear after you log
out. The regulations on Intune will only be deleted after automatic cleaning or manual
cleaning. The shortest time limit for automatic cleaning is 30 days. It has not been manually
deleted before. The maximum limit of the regulations is 15, so it is easy to reach the limit.


https://docs.microsoft.com/zh-cn/mem/intune/enrollment/device-limit-intune-azure

2. | found that there are more than 15 regulations on

Intune. Why is there such a situation?

W BT TEiE=E0s
| A yjos [ .2 yiod
Showing 1to 18 of 18 records Showing 1 to 19 of 19 records
answer:

The reason for more than 15 items is because the old equipment records have been deleted
but the table entries have not been cleared, resulting in more than 15 regulations.

3. After logging in to a restricted account and then
logging in to a normal account, you will get stuck in

verify a things

Answer: It may be that the cache of the previously registered account has not been cleared
in the device, and the background has shown that the login is successful, but in fact the device
has been stuck on the verify a things interface. Local verification is normal on the 7.22 version,
and detailed verification will be performed on Teams update #4 in the follow-up

Temporary solution:

1. Restore the device to factory settings, the cache can be cleared

2. If you still cannot log in after restoring the factory settings, export the log to the
development analysis, and try to log in again after waiting a few hours

4. Why do you need to configure Azure registration

restrictions and Intune registration restrictions, two

Answer: There are two kinds of restrictions. Azure restricts the total number of simultaneous
account logins, Intune restricts the total number of simultaneous login devices for accounts,
and the limit configured by Intune is applied to the company portal. In other words, if the
device does not have company portal software (such as PC) installed, it will not be intercepted
by Intune login



